Data Breach Procedure
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1.1

1.2

1.3

2.1

2.2

Purpose and scope

The purpose of this procedure is to provide a framework within which the
School will ensure compliance with the legislative requirements of
managing a personal data breach incident, or suspected personal data
breach incident.

This procedure applies to School staff, agency workers, student
ambassadors, volunteers, contractors and third party agents who process
data for or on behalf of the School and it must be complied with in the
event of a personal data breach.

The School is required to keep a record of all security incidents involving
personal data. Some of these incidents must be reported to the
Information Commissioner within 72 hours of detection, and without
undue delay to individuals affected by the incident. It is vital that all staff
report a personal data breach, or suspected personal data breach,
however minor, as soon as possible after discovery to the Data Protection
Officer ibn order for them to use the 72 hours to establish what has
happened, the size of the breach and whether it needs to be reported
further.

Personal data breach

A personal data breach can be broadly defined as a security incident that
has affected the confidentiality, integrity or availability of personal
data. In short, there will be a personal data breach whenever any
personal data is lost, destroyed, corrupted or disclosed; if someone
accesses the data or passes it on without proper authorisation; or if the
data is made unavailable, for example, when it has been encrypted by
ransomware, or accidentally lost or destroyed.

Examples of personal data breaches:

2.2.1 Loss or theft of personal data or equipment (encrypted and non-
encrypted devices) on which personal data is stored, e.g. loss of
paper record, laptop, iPad or USB stick

2.2.2 Inappropriate access controls allowing unauthorised use, e.g.
sharing of user login details (deliberately or accidentally) to gain
unauthorised access or make unauthorised changes to personal
data or information systems

2.2.3 Equipment failure or significant disruption to normal service (not a
maintenance check)
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3.3

3.4

4

2.2.4 Human error, e.g. email containing personal data sent to the
incorrect recipient

2.2.5 Unauthorised disclosure of sensitive or confidential information, e.g.
document posted to an incorrect address or addressee

2.2.6 Unforeseen circumstances such as a fire or flood

7 Hacking attack
.8 'Blagging’ offences where information is obtained by deceiving the
organisation who holds it

2.2.9 Insecure disposal of paperwork containing personal data

Why should breaches be reported?

The longer an incident goes unreported, the harder it gets to resolve any
vulnerabilities. Impacted data subjects may have a right to know that
their data may have been compromised and that they should take steps
that could minimise an adverse impact on them, such as informing their
bank that their bank details have been compromised.

The longer an incident goes unreported, the longer a vulnerability may
remain unaddressed, allowing the incident to escalate or for further
incidents to occur. Without timely visibility of the incident through
reporting the School may not be able to fulfil its legal obligations.

Knowing that a breach has occurred and delaying reporting reduces the
time available for the DPO to understand and assist with a response and
still meet privacy compliance requirements.

Understanding the cause of breaches allows us to develop and implement

systems and processes that are more robust to prevent future breaches
and protect personal data.

What to do in the event of a breach

4.1 On finding or causing a breach, or potential breach, the staff member must

immediately notify the senior leadership team who shall, in turn,
immediately inform the DPO. The DPO will investigate the report, and
determine whether a breach has occurred. To decide, the DPO will consider
whether personal data has been accidentally or unlawfully:
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4.1.1 Lost

4.1.2 Stolen

4.1.3 Destroyed

4.1.4 Altered

4.1.5 Disclosed or made available where it should not have been

4.1.6 Made available to unauthorised people

The contact should fill in the Data Breach Template form to be as fully
informed as possible and send this to the DPO. The breach spreadsheet
should be updated as and when updates come in. All relevant information
surrounding the breach should be handed to the DPO, including but not
limited to Data Protection Impact Assessments, the data mapping
spreadsheet and contracts relating to relevant processors or data sharing
agreements for joint controllers. The DPO may decide to take further
investigative measures depending on the severity of the breach situation
and the School’s point of contact should be prepared to keep the DPO
updated during this breach period.

Initially the information that need to be provided to the DPO should include
the following:

4.3.1 The nature of the personal data breach including the
categories and number of data subjects concerned, alongside
the categories and approximate number of personal records
concerned.

The likely consequences of the data breach

The measures existing and proposed to be taken to address
the personal data breach, including, where appropriate,
measures to mitigate its possible adverse effects.

4.3.4 Further questions asked in the template.
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The DPO will alert the headteacher or point of contact if this has not
already been done; the contact should inform the chair of governors.

The DPO will make all reasonable efforts to contain and minimise the
impact of the breach, assisted by relevant staff members or data
processors where necessary.

The DPO will assess the potential consequences, based on how serious
they are, and how likely they are to happen, based on an evaluation of
the breach form and discussions with the School’s designated contact.
There will be particular attention on the likely risks to rights and freedoms
of the individual (s) affected by the breach.

The DPO will work out whether the breach must be reported to the ICO
based on the adverse effects and likely consequences of the breach. This
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must be judged on a case-by-case basis. To decide, the DPO will consider
whether the breach is likely to negatively affect people’s rights and
freedoms, and cause them any physical, material or non-material damage
(e.g. emotional distress), including through:

4.7.1 Loss of control over their data

4.7.2 Discrimination

Identify theft or fraud

Financial loss

Unauthorised reversal of pseudonymisation (for example, key-
coding)

Damage to reputation

Loss of confidentiality

Any other significant economic or social disadvantage to the
individual(s) concerned
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4.8 If it’s likely that there will be a risk to people’s rights and freedoms, the
DPO must notify the ICO.

4.9 The DPO will document the decision (either way), in case it is challenged at
a later date by the ICO or an individual affected by the breach.
Documented decisions are stored both with the DPO on a computer system
and with the DPQO’s point of contact within the School. The DPQO’s advice is
written on the breach template form and sent back to the point of contact.

4.10 The School/governing body and DPO will discuss follow up procedures if a

breach is not reported to the ICO. This should be documented alongside
the record of the breach.

5 Reporting to the ICO

5.1Where the ICO must be notified, the DPO will do this within 72 hours. As
required, the DPO will set out:

5.1.1 A description of the nature of the personal data breach including, where
possible;

5.1.2 The categories and approximate number of individuals concerned;

5.1.3 The categories and approximate number of personal data records
concerned;

5.1.4 The name and contact details of the DPO;
5.1.5 A description of the likely consequences of the personal data breach;
5.1.6 A description of the measures that have been, or will be taken, to deal

with the breach and mitigate any possible adverse effects on the
individual(s) concerned.
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5.3

5.4

5.5

5.6

5.7

6.1

If all the above details are not yet known, the DPO will report as much as
they can within 72 hours. The report will explain that there is a delay, the
reasons why, and when the DPO expects to have further information. The
DPO will submit the remaining information as soon as possible.

The DPO will also assess the risk to individuals, again based on the
severity and likelihood of potential or actual impact. If the risk is high, the
DPO will, without undue delay, inform all individuals whose personal data
has been breached. This notification will set out:

The name and contact details of the DPO

A description of the likely consequences of the personal data

breach

5.3.3 A description of the measures that have been, or will be, taken to
deal with the data breach and mitigate any possible adverse
effects on the individual(s) concerned

5.3.4 Where possible, advice to individuals to prevent adverse

consequences from the breach
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The DPO will notify any relevant third parties who can help mitigate the
loss to individuals - for example, the police, insurers, banks or credit card
companies

The DPO will document each breach, irrespective of whether it is reported
to the ICO. For each breach, this record will include the:

5.5.1 Facts and cause

5.5.2 Effects

5.5.3 Action taken to contain it and ensure it does not happen again
(such as establishing more robust processes or providing further
training for individuals)

Records of all breaches will be stored within the School’s computer system
and within the DPO’s computer system. The DPO will not hold personal
details contained in the breach where this is not necessary for the
performance of their duties.

The DPO and headteacher/ point of contact will meet to review the breach

where necessary and how it can be prevented in future, as well as taking
into account suggestions from the governing body.

Actions to minimise the impact of data breaches

We will ensure that staff are trained around GDPR and data protection and
ensure that the data protection policy is adhered to. We will take the
actions set out below to mitigate the impact of different types of data
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7.1

7.2

breach, focusing especially on breaches involving particularly risky or
sensitive information. We will review the effectiveness of these actions
and amend them as necessary after any data breach. This may include
amendments being made to the use of data processors and re-assessment
as part of an ongoing Data Protection Impact Assessment.

Examples of actions to be taken in specific
cases:

These are example scenarios. Schools should be aware that
breaches will be judged on a case-by-case basis in order for a fully
informed decision and action to be implemented by the School and
the DPO.

Sensitive information being disclosed via email (including

safeguarding records)

7.3

If special category data (sensitive information) is accidentally made
available via email to unauthorised individuals, the sender must attempt
to recall the email as soon as they become aware of the error.

Members of staff who receive personal data sent in error must alert the
sender and the DPO as soon as they become aware of the error.

If the sender is unavailable or cannot recall the email for any reason, the
DPO will ask their point of contact to instruct the ICT department to recall
it.

In any cases where the recall is unsuccessful, the DPO will contact the
relevant unauthorised individuals who received the email, explain that the
information was sent in error, and request that those individuals delete
the information and do not share, publish, save or replicate it in any way.

The DPO will ensure we receive a written response from all the individuals
who received the data, confirming that they have complied with this
request.

The DPO will carry out an internet search to check that the information
has not been made pubilic; if it has, we will contact the publisher/website
owner or administrator to request that the information is removed from
their website and deleted.

Further investigatory measures may need to be taken. A decision whether
to inform the ICO and individuals effected will be carried out and
documented.

Details of pupil premium interventions for named children being
published on the School website.

If the information is accidentally made available on a public domain,
contact your website provider to ensure the data is removed. Seek advice
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7.4

7.5

from your IT services in order to recall the information and ensure its
deletion.

Contact your DPO and inform them of a breach on a website fixture. The
DPO will carry out website checks to see if the information has been made
public.

In cases where the information has been posted for a period of time, the
individuals who are effected will be contacted by the DPO and the ICO
may be informed.

Non-anonymised pupil exam results or staff pay information being
shared with governors.

Contact the DPO who will ensure the governors are contacted and request
a written response from governors ensuring the data’s deletion.

The DPO will ensure that this information has not been shared further.

The DPO will conduct a review of the likely effect on individuals’ rights and
freedoms as to whether the breach will be furthered to the ICO and
whether the individuals effected shall be informed.

A School device containing non-encrypted sensitive personal data
being stolen or hacked.

The DPO should be informed in order to discuss the likely effect to the
rights and freedoms of individuals whose personal data is stored on the
device.

Where an unencrypted device has been stolen or hacked, the protective
measures within the device will be considered (i.e. password
protections/storage of documents).

The DPO will discuss with the IT team regarding the removal of personal
data from the device, such as wiping the device.

The DPO will discuss the likelihood of the return of the data and the device
and the length of time the breach occurred in order to weight up the effect
on individuals.

Preventative measures in all circumstances mentioned above will be
reviewed and staff training will be enforced where necessary.
Procedures and policies will be reviewed by the DPO in order to
implement preventative measures.
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